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Introduction

CEQ,

Innova Technologies

e 17 years of IT experience
* 3+ years of focused Cybersecurity experience
e 12+ years leading Innova

e Provides vCIO and vCISO services to Accounting

Firms, Law Firms, Manufacturing & Distribution,

Engineering, Construction, Electric Contractors,

Jeremiah School

and Executives.
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Innova Capabilities

INN(*)VA Do it for you or with you

» Cybersecurity Assessments « Email System Harding

M d ﬂaged « Security Awareness Testing & Training » Two Factor Authentication
y
Secuy th * Best Practices Framework Alignment  Password Management
. « Patch Management » |T Policy Review and Development

Services TR - .

* Endpoint Detection « Security Information and Event Mgmt.
M 3 naged « 24/7 Quick Response Help Desk » Solution Engineering
|_|_ « 24/7 Device Monitoring & Alerting » Best Practice Framework Alignment

» Backup & Disaster Recovery * Move, Add, Changes
Services « Network Infrastructure « Asset and Lifecycle Management
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BEC Overview

STEPHIE
Identify a Target

T

Organized crime groups target
U.S. and European businesses,
exploiting information available
online to develop a profile on
the company and its executives.

ooming may occur over.

days or weeks.

E-MAIL

From: Finance Director
SUBJECT: Initiate Acquisition

%

*Note: Perpetrators may continue to
groom the victim into transferring more
funds.

mBusiness E-Mail Compromise Timeline

An outline of how the business e-mail compromise is executed by some organized crime groups
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Crime Rankings

2019 FBI Internet Crime Complaint Center Report

By Victim Count By Victim Loss

Crime Type Crime Type

Phishing/Vishing/Smishing/Pharming 114,702 BEC/EAC $1,776,549,688
Non-Payment/Non-Delivery 61,832 Confidence Fraud/Romance $475,014,032
Extortion 43,101 Spoofing $300,478,433
Personal Data Breach 38,218

Spoofing 25,789 Investment $222,186,195
BEC/EAC 23,775 Real Estate/Rental $221,365,911
Confidence Fraud/Romance 19,473 _

Identity Theft 16,053 Non-Payment/Non-Delivery $196,563,497
Harassment/Threats of Violence 15,502 Identity Theft _ $160,305,789
Overpayment 15.395 Government Impersonation $124,292.606
Advanced Fee 14,607 Personal Data Breach $120,102,501
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BEC Attack Types

u&ﬂ“ "

A0 jean Q

[
Spoofing sy

To: Keith Jones
Subject: Data
.

i

* Internal Spoofing 8 |

|
* External & Vendor Spoofing / \ -.
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BEC Attack Types

Account Take Over

* Internal and External Targets
* Liability Issues

* Personal Email Too
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Types of Scams

* False Invoice * Social Media Alert
* CEO Fraud * Documents from Scanner

* Attorney Impersonation ¢ HR Action Required

* Voicemail * Undeliverable Mall
* HR W2 * MS Teams — User Sent You A Message
* Delivery Attempt * Cloud Storage Out of Space
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Real-world Example

Peebles Media Group oeebles
meadla
Loss: $260,000 group

Attack Summary

A finance department employee was targeted and tricked by a Whaling attack while leadership officials were on
vacation. The spoofed leader asked the employee to simply transfer funds from one account to another. Four
payments were made over 8 days, to three different bank accounts.

Post Attack

The attack was uncovered after another employee contacted the Managing Director at their vacation resort to
confirm payment transfer. The employee tricked was fired and sued. The bank was able to recover about $115,000
and Peebles sued the fired employee for the remaining balance of the lost funds. The employee won the court case
arguing the company was partly responsible for the scam because it had not provided any training on identifying

fraud.
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Real-world Example

City of Saskatoon Vg oo

Saskatoon
Loss: $800,000

Attack Summary

City was rehabbing a bridge. The contractor’s CFO was impersonated via an email about switching banks. Part of
the projects funds were then wired by city employees.

Post Attack

Police and cyber professionals were notified 4 days later. 40K of the funds were recovered within the first few weeks.
After a year, a majority of the remaining funds was returned after an investigation which led to the arrest of 2
individuals in Nigera which is rare. It was found that policies at the city were not followed which lead to this theft.
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Real-world Example

Local Company

LOsS: Insurance deductible, digital assets, company downtime

Attack Summary

Company was targeted in BEC attack. Attachment from compromised email lead to the compromise of the users PC.
From this PC, commercially available hacking tools were used to gain access into server systems, network
components and backups. After manually deleting backups and changing network devices, all PC's and servers were
encrypted. A ransom of about $145k in bitcoin was then demanded.

Post Attack

All production data and backups were lost. Experts were contacted including the FBI, IT, cybersecurity and insurance
firms. Log files were gathered and systems rebuilt within 48 hours. It took about 2 more weeks to get all critical
systems back online. It's estimated that half of the companies users files were lost. The companies cybersecurity
posture drastically changed that day. They continue their cyber journey to this day.
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Reduce Your Risk

Top 5 Ways

to Reduce
Business Email
Compromise

1. Awareness Testing & Training
2. Payment Verification
3. Confirmation of Requests

4. Multi-Factor Authentication

5. Email System Rules




Reduce Your Risk

Pt Cyber Attack!

| LOGIN
=2 | |
Security Assessment Spam Email Passwords
1t's impartant to establish 1 tese | Secure your emai. Mast sttacks | Ap:) a.mr‘-:z&ndr.v 5 o your
and close existing vunersislities. | onginste in your email. We'll help you Deny or fmit Usa
When wess your st assessment? chocse 2 service designed to reduce s hanced
| =parm and your expasre to stiacks on | pazwond poicies, el Lef SCTeen
your sts via email timecuts, and fmit uer access.

Advanced Endpoint
Detection & Response
Peotect your computers sdsta from l-uhu‘-

viruses, and Cyber atiacks with
encpoint security. Tockys test I-chnah;)‘
{which replaces your outidated ant-vins
sokstion] protects against fle-less and snpt
based treats and can even rofback s
mansOmwWaTe stisck

Security Awareness
Trsin your e - oftert Teach them
sboct data secrity. email sttschs, and
your policies and procecures. We offer
8w besed triring scution and

‘dane for you” secutity pokicie.

15 Ways to b

® e ]
T H == | !
| -
Multi-Factor Authentication | Computer Updates | Dark Web Research
Utifize Mat-+actor Authenticstion whenever | Keep Micosoft, Adobe and Jsva prod: ! ¥nowing in resHtime what passwonds snd
you can inchading on your retwork, banking updisted for Detter security. We prow accourits hiave been posted on the Dark Web
webrites and even socal media t adds an RIS updite’ SenVice vis automistion 1o will afiow yous to be peoactive in preventing a
adr_mons by of protection to erzure that Protect your computers from the intest data b'-s(n We 53 the Dark Web and tske
even if your password does get tolen your | lmown attacks. | action to protect your !lxznaf'cﬂﬂﬂld
st sty protectsd crﬂm-ﬁmvwb-moumdh

SIEMILog Management Web GCateway Security Mobile Device Security

Interrel security & a race agsinst time. Today's cyber criminals atiempt o steal
uw Jud!u engnes toreview sl event | Cloud besed security detects web and | diata or sccess your netwark by way of
and security kogss from afl covered devices -mul m.m.zm-y-m-a-nnm-muml Your empicyees’ phones and tablets.
10 peotect against advanced thrests and to | ind blocks them on your retwork within | They're Counting of you 10 reglect this

Meet complisnce requinemernts. ! seconds - before they teach the user. : piece of the puzzie. Mobile device
secunty chzes thes gap.

Firewall Encryption Backup
Tum on Intrusion Detection snd | Whenever possble, the gosl & to | sackupiocal Sachup to the cloud. Have
Intrusion Prevertion festures. Send the ‘ (i rest, in mation an offine backup for esch marnth of the
log filesto ar SIEM. And if your | Itfink email and especially on | yesr. Test your backugs often. And if
1T team doei L know what these matile deces | youseent cominced your backuns are

things u- o s todayt working property, call us ASAP.

Cyber Insurance  ifall alse faiks, protect your income and business with cyber damage and recovery insusmance
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Reduce Your Risk

NIST Cybersecur ity Framewor k




Reduce Your Risk

Identify Protect Detect Respond Recover

Devices

Cybe r Applications
Defense  wewons
Matrix

Users

Degree of Technology People
Dependency
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BEC Response

What to do When Compromised

Contact Financial Institution Involved
Contact IT, Cyber and Insurance Experts
Contact the FBI

Contact Impacted Clients and Vendors

Respond

> W=
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Questions?
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Thank you!

Jeremiah School

920-321-3622
jschool@weareinnova.com
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