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• Jeremiah School Background
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• Types of Attacks & Scams

• Real-world Examples

• How to Reduce Your Risk

• What To Do When Compromised

• Q&A
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Introduction

• 17 years of IT experience

• 3+ years of focused Cybersecurity experience

• 12+ years leading Innova

• Provides vCIO and vCISO services to Accounting 

Firms, Law Firms, Manufacturing & Distribution, 

Engineering, Construction, Electric Contractors, 

and Executives.Jeremiah School

CEO,

Innova Technologies
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• 24/7 Quick Response Help Desk

• 24/7 Device Monitoring & Alerting

• Backup & Disaster Recovery

• Network Infrastructure 

Innova Capabilities

Do it for you or with you

Managed 

IT 

Services

Managed 

Security 

Services

• Cybersecurity Assessments

• Security Awareness Testing & Training

• Best Practices Framework Alignment

• Patch Management

• Endpoint Detection

• Solution Engineering

• Best Practice Framework Alignment

• Move, Add, Changes

• Asset and Lifecycle Management

• Email System Harding

• Two Factor Authentication

• Password Management

• IT Policy Review and Development

• Security Information and Event Mgmt.
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BEC Overview
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Crime Rankings

2019 FBI Internet Crime Complaint Center Report
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BEC Attack Types

Spoofing

• Internal Spoofing

• External & Vendor Spoofing
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BEC Attack Types

Account Take Over

• Internal and External Targets

• Liability Issues

• Personal Email Too
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Types of Scams

• Social Media Alert

• Documents from Scanner

• HR Action Required

• Undeliverable Mail

• MS Teams – User Sent You A Message

• Cloud Storage Out of Space

• False Invoice

• CEO Fraud

• Attorney Impersonation

• Voicemail

• HR W2

• Delivery Attempt
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Real-world Example

Peebles Media Group

Loss: $260,000

Attack Summary
A finance department employee was targeted and tricked by a Whaling attack while leadership officials were on 

vacation.  The spoofed leader asked the employee to simply transfer funds from one account to another.  Four 

payments were made over 8 days, to three different bank accounts. 

Post Attack
The attack was uncovered after another employee contacted the Managing Director at their vacation resort to 

confirm payment transfer.  The employee tricked was fired and sued.  The bank was able to recover about $115,000 

and Peebles sued the fired employee for the remaining balance of the lost funds.  The employee won the court case 

arguing the company was partly responsible for the scam because it had not provided any training on identifying 

fraud.
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City of Saskatoon

Loss: $800,000

Attack Summary
City was rehabbing a bridge.  The contractor’s CFO was impersonated via an email about switching banks.  Part of 

the projects funds were then wired by city employees.

Post Attack
Police and cyber professionals were notified 4 days later.  40K of the funds were recovered within the first few weeks.  

After a year, a majority of the remaining funds was returned after an investigation which led to the arrest of 2 

individuals in Nigera which is rare.  It was found that policies at the city were not followed which lead to this theft.
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Real-world Example
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Local Company

Loss: Insurance deductible, digital assets, company downtime

Attack Summary
Company was targeted in BEC attack.  Attachment from compromised email lead to the compromise of the users PC.  

From this PC, commercially available hacking tools were used to gain access into server systems, network 

components and backups.  After manually deleting backups and changing network devices, all PC’s and servers were 

encrypted.  A ransom of about $145k in bitcoin was then demanded. 

Post Attack
All production data and backups were lost.  Experts were contacted including the FBI, IT, cybersecurity and insurance 

firms.  Log files were gathered and systems rebuilt within 48 hours. It took about 2 more weeks to get all critical 

systems back online.  It’s estimated that half of the companies users files were lost.  The companies cybersecurity 

posture drastically changed that day.  They continue their cyber journey to this day.



Top 5 Ways 

to Reduce 

Business Email 

Compromise

1. Awareness Testing & Training

2. Payment Verification

3. Confirmation of Requests

4. Multi-Factor Authentication

5. Email System Rules
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Reduce Your Risk



15 Ways to 

Protect Your Business 

from a Cyber Attack

Reduce Your Risk
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Reduce Your Risk

Cybersecurity 

Frameworks
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NIST Cybersecurity Framework



Reduce Your Risk

Cyber 

Defense 

Matrix 
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Respond

1. Contact Financial Institution Involved

2. Contact IT, Cyber and Insurance Experts

3. Contact the FBI

4. Contact Impacted Clients and Vendors

What to do When Compromised
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BEC Response



Questions?
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Thank you!

920-321-3622

jschool@weareinnova.com

Jeremiah School


